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Because digital systems operate in a two-state manner, digital communications are similar to a conversation in which one can ask only  yes  or  no  questions Because two states can be described by two voltage levels, such as 0 volts and 1 volt corresponding to a binary 0 and binary 1, then a train of pulses can describe a sequence of binary numbers It is these pulse sequences that describe digitally encoded alphanumeric characters A pulse train of 0-volt (binary zero) and 1-volt (binary one) pulse sequences transmitted through a wire will have a dc level that is positive and varies with time Therefore, reworking the digital pulse stream to a better form will save transmitting power levels through a wire or cable Two types of digital sources communicating through a communications channel are shown in Figure 5-1 In Figure 5-1a the communications channel is digital and in Figure 5-1b, the communications channel is analog These types are essentially the methods used for computer communications through the telephone system 5111 As mentioned earlier, digital systems are based on a two-symbol binary numbering system in which sequences of pulses of voltage levels correspond to binary digits In this system, there is a direct relationship between a decimal magnitude and a binary magnitude Thus, one can convert from one to the other, as shown in Figure 5-2 It is this relationship between the decimal and binary numbering systems that allows the analog value to be converted to a digital (binary) value Analog-to-digital converters basically take an analog time-varying electrical signal, sample it, and convert each slice or sample to a digital number representing the amplitude of the sample Figure 5-3 describes this process
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		If the United States is going to insist that other nations make compatible identity cards, these nations will likely insist on being able to read US national ID cards as well, and not only physically but also cryptographically (since the cards are encoded to inhibit casual perusal) If these countries are given the US decryption key (or keys, if multiplied as above) then they must protect the key (or keys) as well as they are protected here Alternatively, those who go abroad can have an additional alphanumeric encoded into their card, the key to which is provided to foreign countries If that key is compromised and it wafts back to the United States (as is likely) then those people with an alternative alphanumeric may be subject to ID checks by unauthorized persons For those who go overseas, a second ID card (or a third) that contains a second alphanumeric would solve the problem Data sharing is another issue Terrorism is an international problem; the plot against the World Trade Center and Pentagon was apparently hatched in Germany (and supported by travel through Spain, Malaysia, and other countries) The United States would be helped if non-citizens were monitored in friendly states and the data shared but then the United States must be prepared to share data as well Can the United States trust that other nations would adhere to similar standards of data confidentiality and appropriateness  Perhaps, again, with traditional allies, this is a minor issue; Europeans complain about lax US data privacy regimes But even close allies have different mores; certain speech acts are crimes in France and Germany but are considered protected speech here The real problem comes if a US national ID system were to enable malevolent regimes to control their population better Merely the fact that people who travel to the United States (or, perhaps, also Europe, etc) have electronically readable cards may make it easier for foreigners to demand to read these so that cardholders (many of whom may be mere dissidents) can be tracked more efficiently If the United States demands intelligence from unsavory countries to fight terrorism, can it resist demands that it provide checkpoint data collected here on what the oh-so-helpful regime considers their enemies (for example, dissidents).
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		Figure 6-8
5
The possibility remains that even a national ID system based on certain privacy-protecting rules and designs would make it that much easier to evolve into an ID system with less protection Such an argument invites three responses:
For the decimal quantity of 24, the digital number corresponding to 24 is computed as follows using the scale shown below: Most signi cant bit 7 6 5 4 Least signi cant bit 3 2 1 0 Bit number
One can reject outright any attempt to judge policy not by what it is but by what it can become, and the latter is pure speculation One can maintain that the country s dense fabric and long history of civil liberties and civil rights provide considerable protection against abuse One can meet the argument head on and assess those features of a national ID system that dispose it toward or away from mission creep
A report with products in the series and time along the bottom axis The measure used is placed only in the background
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		27 26 25 24 23 22 21 20 Value 128 64 32 16 8 4 2 1 If all 8 bits (0 7) are used to describe decimal 24: 16 8 24 0001100
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